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What is claimed is: 

1. A code module comprising 

code to be executed by a computing device; and 

a signature that attests to the authenticity of the code, the signature encrypted 

5   such that the computing device is capable of decrypting the signature using a key 

embedded in a chipset of the computing device. 

2. The code module of claim 1, further comprising data, wherein the signature further 

pi    attests to the authenticity of the data. 

3. The code module of claim 2, wherein the signature comprises a digest value 

m    computed from the code and the data. 

2    4. The code module of claim 3, wherein the digest value is computed based upon a 

B   SHA-1 hash of the code and the data. 

5. The code module of claim 2, wherein the signature comprises a hash of the code 

and the data. 

20   6. The code module of claim 1, further comprising a field that identifies an execution 

point from which the computing device executes the code. 
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7. The code module of claim 1, further comprising a marker that specifies the end of 

the code module. 

8. The code module of claim 1, further comprising one or more fields that specify an 

encryption algorithm used to encrypt the signature and that specify an algorithm used to 

compute the digest value. 

9. The code module of claim 1, further comprising a field that specifies an execution 

point of a post-code module from which the computing device initiates execution of the 

post-code module after executing the code module. 

10. The code module of claim 1, wherein the code comprises a terminate instruction 

that specifies an execution point of a post-code module and that in response to being 

executed results in the computing device temninating execution of the code module and 

initiating execution of the post-code module from the execution point. 

11. A machine readable medium comprising 

code pages comprising code to be executed by a computing device; and 

a value that fingerprints the code pages, the value encrypted such that the 

computing device is capable of decrypting the value using a key embedded in a 

processor of the computing device. 
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12. The machine readable medium of claim 9, further comprising data pages, wherein 

the value further fingerprints the data pages. 

13. The machine readable medium of claim 10, wherein the value is computed based 

5   upon a SHA-1 hash of the code pages and the data pages. 

14. The machine readable medium of claim 10, further comprising a field that specifies 

an execution point from which the computing device executes the code. 

ffi   15. The machine readable medium of claim 10, wherein the code pages and data 

irt    pages are stored in a contiguous manner and the machine readable medium further 

W    comprises a marker that specifies the end of the code pages and the data pages. 

PJ 

16. The machine readable medium of claim 10, further comprising one or more fields 

U>   that specify an encryption algorithm used to encrypt the value and that specify an 

algorithm used to compute the value. 

17. The machine readable medium of claim 10, further comprising a field that specifies 

an execution point of a post-code module from which the computing device initiates 

20   execution of the post-code module after executing the code pages. 

18. The code module of claim 10, wherein the code comprises a terminate instruction 

that specifies an execution point of a post-code module and that in response to being 

35 



INTEL CONFIDENTIAL 042390.P13735 

executed results in the computing device terminating execution of the code pages and 

initiating execution of the post-code module from the execution point. 

19. A machine readable medium comprising 

data pages comprising data; 

code pages comprising code to be executed by a computing device; and 

a value that fingerprints the data pages and the code pages, the value encrypted 

such that the computing device is capable of decrypting the value using an asymmetric 

key embedded in a hardware component of the computing device. 

20. The machine readable medium of claim 19, wherein 

the value is encrypted via the RSA encryption algorithm and an asymmetric key 

paired with the asymmetric key of the hardware component; and 

the value comprises a SHA-1 hash of the data pages and the code pages. 

36 


